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Introduction

There are many security issues to consider when producing a website. Hackers are able to gain
access to all of the information stored in the linked database if precautions aren’t taken by the
producer of the website. This poses a risk to people’s personal information as hackers can make your
information publicly available or sell it on.

Part A — Overview of two security issues

For a website that’s linked to a database using SQL the programmer must be aware of hackers trying
to access the database records by using SQL injections. [1] SQL injection is where a hacker inputs a
malicious SQL statement into the website. [1] Hackers can also write injections which can add, edit,
or delete records in the database. There are four main ways that hackers can use SQL Injection. [2]
Error based SQL injection can be done by writing a query to return errors into the web address,
giving insight into the structure of the database. [3] This is a type of in-band SQL injection. [2] This
can be avoided by disabling error messages before launching the website. Another type is Boolean
based which is used when the producer of the website has turned the error display off. Hackers
instead look for vulnerabilities in the page by inserting a condition into the query (through the web
address). They will insert a false statement and if the page doesn’t work as normal or there isn’t a
result then it can be assumed there is a vulnerability. Hackers can usually work out the version of
software and gain access to the database. [2] This is a classed as a blind SQL injection. Another blind
SQL injection is a time-based SQL injection. A time-based injection works by the hacker telling the
page to sleep which if there is a vulnerability the page response time will slow down. Extraction is
taken even though there’s no changes on the screen. The fourth type of SQL injection is out-of-band
which means data has to be sent from the database server to the attacker’s device. [2] Depending
on the expertise of the hacker they might be able to take over the entire database and website
application. Ways of preventing SQL injection include using prepared statements

Another security issue to be aware of is broken authentication [4] which is where the hacker
impersonates an authorised user. The identity can be stolen through the session or the credential
management. [4] A stolen session id is just as useful as log in details. The main way this takes place is
someone logging in on a device and not logging out, then the device gets used by someone else who




impersonates them. This could be avoided by having a time out period on sessions. Sometimes the
session ID is displayed in the URL which someone else on the same network could see and use to
gain access to the database records. This can be avoided by excluding the session ID from the
website URL. [4] Session fixation attacks can occur when the session key always stays the same. An
attacker might send a link which includes a predetermined session key and if the user logs in then
the attacker can hijack the session. This attack could be avoided if a legitimate user is given a new
session ID after logging in. [5] Storing passwords as clear text leaves a vulnerability because if a user
uses the same password on multiple different places, they are at risk of their data being hacked
elsewhere or having their passwords/data sold on. This can be avoided by hashing passwords.
Hackers often use credential stuffing to gain access, so it is important for a website to add extra
password requirements for added security. [5] Some of the impacts of broken authentication include
data breaches, impersonation, personal data being exposed and hackers gaining administrator
access to make changes.

Part B —Implementation of defences against security issues
SQL injection prevention in my code
checklogin.php
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This prepared statement ensures that SQL cannot be used to edit the query, therefore protecting all
of the data in the database by refusing entry unless a genuine username and password is used. If a
hacker tried to inject an SQL statement they would be redirected to the incorrect login in page.

Saverecord.php
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This prepared statement ensures that SQL statements can’t be inserted and stored in the database
which would be a major threat. It also ensures that any apostrophise entered do not interfere with
the SQL because they are automatically replaced with a space.

editinfo.php
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There is a hidden data entry field that isn’t visible to humans but it would be visible to a bot looking
at the code. This prevents a bot system from altering or corrupting the database through injection as
it doesn’t allow their changes to be made while the field isn’t empty.

joiningtables.php
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The risk of SQL injection could be prevented by using a prepared statement for this query especially
because two tables are being linked together it is two tables that are vulnerable through this user
input field.

Broken authentication prevention for my website
checklogin.php
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H<7include " nfo.php";

Sun=§_POST[" name"] ;
Spw=$_POST["I word"] ;

Squery="35 T * M us WHERE 3 1 KE ?) AND (Password ™

9 | $stmt - mysqli_stmt _init($link);
mysgli stmt prepare($stmt, Squery);
mysqgli_stmt _bind_param(5stmt, "ss", Sun, Spwl 7
mysgli stmt execute(§stmt);

S$result-mysqgli stmt get result(S$stmt);

Snumrows-mysqli num rows (Sresult);

if (Snumrows 1

=l

header (" “at : In = jin.php"™): // redirects

else
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$ SESSION[" I "]1=%un;

header (" t H .php") s // redirect:




There is no encryption here for the user’s password details which leaves them vulnerable and
displayed in plain text. Hash encryption would be beneficial here.

saverecord.php
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There is no encryption here for the user’s password details which leaves them vulnerable and
displayed in plain text. Hash encryption would be beneficial here.

myinfo.php
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//ech
Squery
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while($r mysqli_ fetch array($result))//get a row
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The user’s info including their password is displayed as clear text which isn’t secure so the security
would be helped by displaying this information in the hash encryption format.

enterrecord.php
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mysgli_ stmt_execute($stmt);
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The user can enter any password they like which means they are free to enter common passwords
and leave themselves vulnerable to credential stuffing attacks. My site would benefit from having
some input length and character requirements before their account can be added to the database.

All pages

The session ID is hidden on all of my webpage URLs which adds a layer of security because it
prevents a hacker gaining access through using the 1D as it is just as useful to gain access to a hacker
as log in credentials are.

The session never gets destroyed unless they manually log out using logout.php (shown below) and
this means that if someone logs in on a public device and doesn’t log out then someone is able to
impersonate them. My website would benefit from a session destroy after a certain period of time
to minimise the chance of this happening.




v () Wpsmgui ] I 3 @emescaapr 3 oo 3 Wloees prg O oo e O3 Woosasp 0 Wove 1 itogetre 01 [Ilisgeistgia

S SESSION["

session destroy();

You have logged out<br><br>

href="Login.php">Click here to go back to the log in page</a>

</nav>
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GRADEMARK REPORT

FINAL GRADE GENERAL COMMENTS
Instructor
WEBSITE

/100

Database structure and design - OK - a little bit
limited in information about each book - could have
included author etc. However, suitably normalised. 9
/10

Range of PHP demonstrated -

Search is OK - would be nice to search by genre too,
to allow the user to discover books via your website.
The search relies on you knowing the title of the book
you're looking for (although the wild card is there)

Be careful with Register - this needs validation. | was
able to create a blank account and then use it to log
in.

Edit is OK, but it would help the user if you populate
the fields with the current information. Like register, |
was able to edit it to blank fields, so this also need
validation.

Delete is OK, although a bit "sudden" - you might want
to prompt the user eg "Are you sure?"

30/50

Overall integration of website -



Layout is a little sparse, particularly on the home page.
Never make the user log in before they can do
anything - they will quickly lose interest in your site.
Have at least some information that is publicly
available.

Some pages are not styled.

5/10

REPORT

Investigation/analysis of two security issues -
SQL Injection Generally good and evidence of research
undertaken. Add some code examples in to illustrate
your points - this will support the words and make it
Clearer to the reader.

Broken authentication is good - again, need some
technical examples 11 /15

Mitigation of security issues in your site -
Prepared statements used appropriately. You have
identified suitable Broken Authentication areas to
address well. 13/15

General Comments: Don't forget to put a short
Conclusion in - all academic reports should have
this (along with an Introduction)

TOTAL: 68/100
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